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Ona HemegneHHon ny6nukaumn: 20.01.2023 N'YBEPHATOP K3TU XOKYI

N'YBEPHATOP XOKYN NPU3bIBAET XXUTEJIEU HbO-UOPKA NMPUHATL MEPbI
AnA 3AWNTbI CBOUX NIUMYHBIX AAHHbLIX

Hbroliopkuee npusbiearom npoceewamnsCcsi U 3aujuuwjams cebsi om
KoMmnpomMemauyuu iu4Hou uHghopmauyuu 8 UumepHeme eo epemsi Hedenu
3awumasl OaHHbIX

lMepebIll 2naeHbIl cneyuanucm wmama rno eonpocamMm KoHghudeHyuaibHocmu
compydHu4yaem ¢ eedoMcmeamu wmama OJisi NoeblWeHUs1 oceedoMIIeHHOCMu
U 3aWyumbi om yme4ekK rnepcoHasnbHbiX OaHHbIX

CerogHs rybepraTop Katu Xokyn pacckasana o mepax, koTopble xutenu Hoto-Mopka
MOryT NpeanpuHATbL, YTOObI ob6e3onacnTb cebs OT B3fIOMa fIMYHbLIX AaHHbIX B
NHTepHeTe. B pamkax Hegenu sawutbl gaHHbIx (Data Privacy Week) Ynpasnenue UT-
ycnyr wraTa (Office of Information Technology Services) coBmecTHO ¢ apyrmmu
BEeQOMCTBaMM LUTATa NPeAcTaBUT MeToAbl 3aLUTbI JIMYHbLIX AAHHbIX, BKITHOYas
NOBbILLEHME OCBEAOMITIEHHOCTMN O (PULLNMHIOBLIX CXEMaXx, MCMONb30BaHNE HAOEXHbIX
naponen n nposiBrieHne 6onbluen OCTOPOXKHOCTU NPU pasMeLLLeHNN MHOopMauumn B
coumarnbHbIX CETAX.

«CnvLKom YacTo xutenn Helo-Mopka CTaHOBSATCS XepTBamMn UHTEPHET-NPECTYMHUKOB,
NMOTOMY YTO HE NMPeAnpPUHUMAIOT ANIEMEHTAPHbIX Mep, HEOBXOANMbIX ANA 3aWMUTbI
CBOMX JIMYHbIX AaHHbIX, — CKa3ana rybepHaTop Xokyn. — Bo Bpems Hegenm
3aLWNUTbI AAHHBIX Mbl NOBbLILLAEM OCBEAOMITIEHHOCTb 06 3TUX CXeMax u Npu3biBaem
Bcex xuTenen Hoto-Mopka 3awmTutb cebs 1 CBOK NUYHYI0 MHAPOPMALIO, YTOObI He
CcTaTb MULLEHBIO MOLLEHHUKOBY.

Haunnatowasca 22 sHBapa Hegens 3awmTbl JaHHbIX HanpaBreHa Ha NOBbILLEHNE
OCBEAOMIIEHHOCTM YaCTHbIX ML, U OpraHM3aumin 0 KOHpUaeHUManbLHOCTM B
NHTepHeTe. Llenb — pacckasaTtb 06LeCcTBEHHOCTM O TOM, Kak 6e3onacHo ynpaBnsaTb
CcBOEeN Nn4HoW nHpopmaumen B IHTepHeTe, a Takke NOMOYb NPeanpuUsaTUAM U OPpYTrUMm
OpraHn3aumsam NOHSTb BaXXHOCTb YBAXXUTENbHOMO OTHOLLEHUS K AaHHBbIM CBOMX
nonb3oBaresien.

B aTom rogy HaumoHanbHbIM anbsiHC Knbepbe3onacHOCTU, HEKOMMepYEecKas
opraHusaums, Kotopas CoaencTByeT pasBuTuio knbepdbesonacHoctu,



KOoHdMAEeHUMaNbLHOCTM, 06pa3oBaHNs U 0OCBEAOMMNEHHOCTY, Ha3Bana wrat Hbto-Mopk
4YEeMMMOHOM MO 3alUnTe AaHHbIX. DTO 3BaHME OTAAeT AO/HKHOE CTPeMIIeHUIo WTaTa
noaAepXmeaTb NPUHLIMN, COrMacHO KOTOPOMY BCE OpraHM3aLmmn HecyT
OTBETCTBEHHOCTb 3a 4OOPOCOBECTHOE XpPaHEHMEe NIUYHON MHopMaLUN.

'y6epHaTop Xokyn B cBoeM obpalueHun «O NonoxeHnn gen B WTaTe» Takke
06bsABMMa O paclUMpEeH MHBECTULMI WTaTa B UHMLMATUBLI No knbepbesonacHocTy ,
4yTO obecneunT aanbHenwyo 6e30NacHOCTb U 3alUUTY KPUTUYECKOW MHPPACTPYKTYpbI
Hbto-Wopka.

OupekTop no nHpopmMaumMoHHbIM TexHonoram Ynpasnexnusa UT-ycnyr witaTta
(ITS) Anpxeno «ToHn» Pupauk (Angelo "Tony" Riddick): «IMog pykosoactsom
ry6epHatopa Xokyn wrat Heto-Mopk npogomkaeT sawwmiaThb MYHY0 MHPOPMaLMIO 1
obyyaTb Mepam no MUHUMMU3ALMKN KN6epPUCKOB, YTOBbI XnTenn Hbto-Mopka He cTanu
XepTBaMu NOXUTUTENEn AaHHbIX. B Mupe, KoTopbin cTaHoBUTCA BCe Bonee
B3aMMOCBA3aHHbIM, MOCKOJIbKY CrneunanmcTbl akTUBHO MOSb3YHTCH BO3MOXHOCTSMMN
yaaneHHon paboTbl, HaumMoHanbHaa Heaens 3awmTbl JaHHbIX HANOMUHAET Ham 06
3a(ppeKTUBHBIX Mepax, KOTOpble Mbl AOMMKHbI NPEeANPUHATL AN 3alMThbl HaLLEeN
NMHpopmauumn n octaBaTbcst 6ANTENBHLIMU B OTHOLLEHUN KNOEPNpeCcTynieHnny.

B pamkax ycunun wrtata no 3awmte OT NoTeHumnanbHbIX yTedek AaHHbIX rybepHaTop
Xokyn HasHauyuna Muwens [xoHc (Michele Jones) nepBbiM B UCTOPUN FNIaBHbIM
crneumnanucToM rno Bornpocam KoHuaeHunaneHocTn YnpasneHua UT-ycnyr wraTa.
OHa oTBevaerT 3a pa3paboTKy cTpaTernm WwraTa no 3awmre JIMYHbIX U
KOHMAEHLMANbHbIX AaHHLIX XuTenein Hblo-Mopka B ycnoeumsx pocta npeanoxeHun
UMGPOBLIX YCIYr U HOBbIX 3aKOHOB Y HOPMATMBHbIX aKTOB O KOH(IMAEHLNANBHOCTH
AaHHbIX.

maBHbIN cneymManucT No Bonpocam KoHcuaeHumanbHocTH Ynpasnenus ITS
Muwenb [xoHc (Michele Jones): «A o4yeHb paga BO3MOXHOCTU BO3rNaBuThb U
KoOpAMHUPOBaTh yeunus Hito-Mopka B 06nactit KOHUAEHUMANBHOCTY AaHHbIX, MO
Mepe TOro Kak wraT paboTtaeT ¢ HOBbIMU 1 NOABNSAOLWNMUCA CTaH4apTaMum
KOH(pmnaeHumansHocTU. Bo Bpems Hegenu 3awmnTsl 4aHHbIX U KaXabl AeHb 51 6yay
npoaomkaTth Npu3biBaTh Beex xuTenen Hoto-Mopka coxpaHsaTb 6AUTENbHOCTL B
OTHOLLEHMM NMYHON Be3onacHoCcTu B VIHTepHeTe 1 crneaoBaTh HAWUM fyYLLUM
npakTuKkam n coBeTamy.

OHnaliH-aKTUBHOCTb NOPOXAaeT OrPOMHbIE MacCuBbl AaHHbIX. BeG-caliTsl,
NPUNOXEHUS U cCepBUCHI COBMpatoT MHGOPMaLMI0 O NOBEAEHUN, MHTEpecax U
MoKyrnKax, a Takke apyrne KoHpuaeHumManbHble AaHHble, TakMe Kak Homepa
coumanbHOro CTpaxoBaHUS U BOAMTENLCKUX NpaB Unun MHopmaumst 0 340pPOBbLE.

Ecnun He npuHATL agekBaTHbLIX Mep NPegOCTOPOXKHOCTU, 3Ta MHPOopMaLINA MOXET
oKas3aTbCs He3aLMLLEHHOW N NOBbICUTb BEPOATHOCTb TOMO, YTO OHA NONAaLEeT B YyXue
pyku. Xutenu Hbto-Mopka MoryT coxpaHuTb CBOK KOH(PUAEHLMANBHYIO FINYHYIO
MHopmauuio B TarHe 1 6e30NacHOCTU, BbINOSMHAS cnegyowme pekoMmeHaaumm.
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OnacanTtecb HexenaTtenbHbIX 3NIEeKTPOHHbLIX NUCEeM U TeneOHHbIX
3BOHKOB C NpoCcb00M NpeaocTaBUTb JIMMHYO MH(pOpMaLMIO.
Hukorga He coobLianTte NMYHy0 MHGOPMAaLUUIO, TaKyko Kak HoMep
couMnanbHOro CTpaxoBaHUs, B OTBET Ha HEXenaTelNbHOE 3NTIEKTPOHHOE
NMUCbMO NN TeNedOHHbIN 3BOHOK. ECnNKn B 311eKTPOHHOM NUcbMe UIu
3BOHKE YTBEPXAAETCH, YTO 3TO KOMMaHUs, C KOTOPOW Bbl BeAeTe Aena,
CHa4ana no3BoHUTe en, 4Tobbl YoeanTbCsl B 3aKOHHOCTM KOHTaKTa.
CBoeBpeMeHHO OGHOBNANTE YCTPpOMUCTBA. Bknounte aBTomaTu4eckme
O0OHOBMEHNA ONs BalLMX YCTPONCTB U NMPUMOXKEHUI, BKITOYasi MOBUNbHbIE
ycTponcTsa. Micnonb3ynte BCTPOEHHbIE B YCTPONCTBO CPeaCcTBa 3alUnThl,
Hanpumep, Kog 4OCTyna, a Takke NporpamMmmbl, KOTOpble LWNAPYT
AaHHbIE W YAaneHHo yaansoT CoaepXnumoe, ecrnm ycTponcTBO NOTEPSIHO
Unn yKkpageHo.

ByabTe ocTopoXxHbl ¢ Toukamu aoctyna Wi-Fi. becnpoBoaHble To4ku
AocTtyna B 06LecTBEHHbIX MecTax MoryT ObiTb HeGe3onacHbl K
noTeHUManbHO MOryT NO3BOSUTb APYIMM CneauTb 3a OHManH-
aKTUBHOCTbLI, 0COBEHHO eCcnn OHa He 3alumdpoBaHa — ybeanTech, YTo
Ballle coeanHeHne ¢ Beb-cantom 6e3onacHo, a Anst AONONHUTENbHOMN
3aLWMThbl UCMONb3YMNTE BUPTYaribHY YacTHYHO CeTb.

OrpaHnumnBanTe c60p NepcoHanbHbIX JaHHbIX MOOUIIbHbLIMU
npunoxeHnamun. OrpaHmybTe cbop AaHHbIX 4O HEOBX0AMMOro
MUHMMYMa, Hanpumep orpaHNyYmMB SOCTYN K ONpeaeneHunto
MECTOMNOJSIOXKEHNSA «TOSTbKO NP UCMONb30BaHUM NPUNOXEHUS», N HE
no3BonsnTe nepefaBaTth JIMYHYHO MHAOPMALMIO, TAKyH Kak 3f1eKTPOHHas
noyTa, TpeTbMM nNuuam. lNepepn 3arpy3kon NPUoKEHNS N3y4nTe ero
NOSNIMTMKY KOH(OMAEHUMANBHOCTH.

ByabTe ocTOpPOXHbI C MH(hopMmaLmen, KOTOpon Bbl AeNUTECH B
coumanbHbIX ceTax. V3beranTte pasmelleHus gatbl poXaeHusi, Homepa
TenedoHa, JOMaLLHEero agpeca, a Takke nsobpaxeHuin, ykasbiBatoLLmMX
Ha Bawy paboTy nnun xob6u. Takas nHopmMaLms MOXeT NOACKas3aTb
OTBETbI HA CEKpPeTHbIe BONPOCHI, UCnonb3yemble Anst cbpoca naponen, n
AenaeTt BaC MULLEHbLIO AN MOLEHHMKOB, KOTOPbIE NbITAOTCS MNOMAYyYnTb
AOCTYN K BalMM cHeTaM 1 fIMYHON MHApopMaLmn.

Ucnonb3ynTte HapexHble naponu. Co3aaBanite pasHble CIIOXHbIE
naponu ansa Kaxagon ydyeTHom 3anucu. icnonb3ynte naponu, coctoswme
N3 HECKOJbKMX KOPOTKNX CNOB, KOTOPbIE NErko 3anOMHUTb, HO TPYAHO
yragaTtb KomnbtoTepy, Hanpumep Correct-Horse-Battery-Staple.
PaccmoTpuTe BO3MOXHOCTb UCMONb30BaHUS MeHeLXepa naposien,
KOTOPbI MOMOXXET reHepupoBaTb N HAOEXHO XPaHUTb Naponw.
Mcnonb3ynte oTBeThbl HA CEKPEeTHbIEe BONPOCHI, KOTOPbIe TPYAHO
yrapgaTtb. BoiGmpanTe cekpeTHble BONPOCHI, OTBETbI HA KOTOPbIE HEMNb3S
yragaTb UM HANTKN C MOMOLLIbIO MOMCKa B COLUMArbHbIX CETAX UM
NHTepHeTe.

Ucnonb3ynte MHOroakTopHyro ayTeHTUMKaUuo ansa aoctyna K
y4yeTHbIM 3anucsam. [Naponb u ewwe ogmH aktop, Hanpumep, Kog 3



NPUIIOXEHNA Ha TernedoHe, 3HaYUTENBHO 3aTPYAHAOT B3N1IOM Ballen
y4YeTHOM 3anuncu.

e byabTe ocBegoMneHbl 0 YULLMHIOBLIX cxemax. He HaxnmanTe Ha
CCbISIKK, HE cKaymMBanTe dpansibl U HE OTKPbIBANUTE BIIOXXEHUSI B MMCbMaXx
OT HEU3BECTHbIX oTnpasuTenen. OTKpbIBanTe BIIOXKEHUS TOSbKO TOraa,
Korga Bbl X OXXngaeTte v 3HaeTe Ux coaepXxnmoe.

MnaBHBLIN cneunanucT no knbep6esonacHocTu wraTta Heto-Mopk Konun AxepH
(Colin Ahern): «[Mop pykoBoacTBOM rybepHatopa Xokyn Hbto-Mopk nrpaet seayLiyo
porb B obecnevyeHnn KoHpmnaeHumanbHOCTK 1 knbepbesonacHocTu. NpeacTaBneHHbIe
peKoMeHJaLMM MOoryT NOMoNb XuTenam Heto-Mopka 3almTuTs CBOU YacTHbIe
OaHHbIEY.

UcnonHsawwan o6s3aHHOCTM HavyanbHUKa [lenapTameHTa HanoroB U (puHaHCOB
(Department Taxation and Finance) Amanaa Xunnep (Amanda Hiller): «/crnonb3ys
nepenoBoe WngposaHne, bpaHaMayapbl, CUCTEMbI OBHAPY>KEHUSA BTOPXEHUI U
apyrue mepbl 6esonacHocTy, Hanoroebin aenaptamMeHT wrarta Helo-Mopk sawmiaeTt
KOH(MAeHUManbHble AaHHbIE U LLEeNOCTHOCTb CBOMX CUCTEM, HO KparHe BaXHO, YTOObI
BCe xuTenn Helo-Mopka crneaosanu NpueeAeHHbLIM Bblllie pekoMeHaaLmaM, YTobbl
3aLlUTUTb CBOK KOH(UAEHUNANBHYIO JIMYHYIO MHPOPMAaUUIO OT KNbepnpecTynHUKOBY.

HavyanbHuk lenaptameHTta ¢puHaHcoBbIx ycnyr (Department of Financial
Services, DFS) AgpueHH 3. Xappuc (Adrienne A. Harris): «OTmedasa [leHb 3awuThl
AaHHbIX (Data Privacy Day), Mbl 4OKHBI MOMHUTBL O TOM, KakK BakHa 6anTenbHOCTb B
3awmTe Hawemn NMMYHON N PMHaAHCOBOW MHOPMaLNMKN B COBPEMEHHOM
B3anmmMocBsA3aHHOM umposom obuiectee. DFS 6yaet npogomkaTb 3aHMMaTh
BeOYyLLUYI0 B CTpaHe no3unuuto B obnactu tpeboBanHnin knbepbesonacHocTu n
nepeaoBoy NPakTUKM Ana oMHaHCOBOro cekTopa, YToObl YKpenuTb Hally 3alimTy oT
KnbeppnckoB 1 06ecneynTb COXPaHHOCTb AaHHbIX 4SS PerynmpyembiX OpraHn3aumniny.

HavanbHuK YnpaBneHus no Bonpocam HauMoHanbHOM 6e30MacHOCTU U
ype3sBbIYalHbIX cuTyauun wraTta Helo-Nopk (New York State Division of
Homeland Security and Emergency Services) [Ixxekn Bpen (Jackie Bray): «Mbl
eXe[HEeBHO rnonaraemcsi Ha COBpeMeHHble TEXHONOMMK, U NoTepsi 4OCTyNa K cHeTam
NN Kpaxka NNYHbIX AaHHbIX N3-3a JENCTBUIN MOLLEHHUKOB MOXET UMETb
kaTtacTtpodmyeckne nocrneacrTems. NpUHAB HECKONbKO MPOCTLIX MEP, Mbl MOXEM
npegoTBpaTUTb YTEUKY Halen YaCTHOM MHAOPMaLMK U HE CTaTb XXepTBamMu
knbepnpectynnenunin. Hebonbloe HeygobCTBO, CBSA3aHHOE C UCMONb30BaAHNEM
pasnU4YHbIX HaAEXHbIX Naponemn, CTOUT TOro, YTobbl BbiTb YBEPEHHBIM B TOM, YTO Bbl
cAaenanu Bce BO3MOXHOe Ansi obecneyeHns 6e30nacHOCTN CBOMX CHETOBY.

CekpeTapb wtata Pobept ). Pogpurec (Robert J. Rodriguez): «lNoTtpebutenn c
KaxkgbiM rogomM Bce 6onblue 1 6onblue ncnonb3yT LMdpPOBOM PbIHOK ANS NMOKYMNKN
TOBapOB M YCrnyr nepBon Heo6xoaMMOCTN. BaXkHO NOMHUTL, YTO YAOOCTBO NOKYMNOK B
NHTepHeTe conpsikeHO C PUCKOM CO CTOPOHbI KNOEPNPECTYMHUKOB, KOTOPLIE
CKPbIBAKOTCA B CETU, MbITAACh YKPACTb A€HLIMN N BalUW NepcoHarnbHble AaHHbIE B CBOUX
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nHTepecax. CerogHst Mbl oTMeYaeM HaumoHanbHbIN OeHb 3aWunTbl AaHHbIX U
HanomuHaeMm xutensm Heto-Mopka o Heo6XxoaMMOCTM 3aLMLLATb CBOKO
KoH(maeHumanbHocTb B MIHTepHeTe. [laxke HebonbLlume warn, Takme Kak yactas CMeHa
naposen, NoOMoryT Bam octaBatbCsl 64MTeNbHbIMU U NPOTUBOCTOSATh
KnbepnpecTynHMKam n Kpaxxe NepcoHarbHbIX JaHHbIXY.

O Hepene 3awmnTbl AaHHbIX

Hepnensa 3awnTbl JaHHbIX HaYanacbh Kak [leHb 3awnTbl gaHHbiX B CLUA n Kanape B
aHBape 2008 roga B npogormkeHue npasgHoBaHna [HA 3awmTbl AaHHbIX B EBpone.
[eHb 3alnTbl AaHHbIX OTMeYaeTcs B YeCTb noanncaHunsa 28 aHeapsa 1981 roga
KoHnBeHumun 108, nepBoro topmanyeckn obasaTenbHOro MexayHapogHoro 4orosopa,
KacatoLierocs HeNnPUKOCHOBEHHOCTWN YaCTHOM XXU3HWN 1 3alUUTbl AaHHbIX.
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